«OCTOpOIKHO, MOIIIEHHUKH ! »

B ycnosusx passuTHA 1uHpPOBOM SKOHOMHMKH, 3JEKTPOHHBIX IUIATEIKHBIX CHCTEM
NIEPCOHANIBHBIX 3JIEKTPOHHBIX YCTPOHMCTB M MHTEepHETa CTPEMMTENBHO BO3POCIO KOIMYECTBO
COBEPIICHHBIX C UX HCITOJB30BAHUEM IPECTYIIICHUH.
CoBepieHHIO aHHOHM KaTeropuy MpPECTYIUIEHHH CNOCOGCTBYIOT JOBEPYMBOCTH IpPajiaH.
HE0CTaTOYHas X OCBEJOMIICHHOCTD U NPEHEOPEKUTENPHOE OTHOIIEHHE K 3JIEMEHTAPHBIM IIPABHIIAM
Ge30macHOCTH. ' '
JUst nIpeynpesx e s TpOTHBONPABHEIX AHCTBH#H MO AUCTAHIIMOHHOMY XHINEHHIO JEHEKHBIX
CPEZICTB BaXKHO 3aIIOMHHTE CIIEIYIOIIEE.
Cotpynsuku 6arka 1o Tene(oHy UK B STEKTPOHHOM IIUCHME HE 3aIPAIIHBAIOT:
® IEpCOHANBHBIE CBEECHMUS (CEepHs ¥ HOMEp MACropTa, afpec PEerdCTPAl|M, UM U (haMHUITHs
BJIaJIETIbLIA KAPTHhI); _
PEKBU3HTEI, CpOK nectsus, [TMH- u CVV-xonpsr 6aHKOBCKUX KapT;

¢ napomu umu koxel u3 CMC-coobmennit 1st MOATBEPIKACHMS HUHAHCOBBIX OTEpAIH HITH
HX OTMEHBI;

® JIOTHMH U IapoJib MU BXO/a B IMYHEI KaOHHET KiMeHTa GaHka.

Cotpynuuky 6aHKa TakKke He [peIarakoT:

® YCTaHOBUTh IPOrPaMMBl YOaJ€HHOTO NOCTyNa (MM HMHBIE CTOPOHHHE TMPHIIONKEHMS) HA
MOOHUIIBHOE YCTPOMCTBO H PaspeliuTh MOAKIIOUEHHE K HHM IO IIPEIIOTOM TeXHHUYECKO]
IOJIEPXKKH (HAIpEMeED, YaJeHHe BUPYCOB);

e mepeilTH 1o ccruke u3 CMC-coobmenus;

® BKIIOYHTH Ilepeagpecanuio Ha Tene(oHe KIHeHTa U COBEpIIeHUsI B HajbHeHIIeM 3BOHKA
OT €ro UMEHH B OaHK;

® T[ON WX PpYKOBOACTBOM IIEPEBECTH I COXPAHHOCTH [EHEXHBIE CpPEICTBA Ha
«3aImUINEHHBIE» UITH «Oe3onacHbie» c4éTa;

® 3alTH B OHJIalH-KabuHeT 1o ccbuike #3 CMC-cOOBIIEHHUS HTH 3/1eKTPOHHOTO THCHMA.

Bank MoxeT wuHHIEHEpOBaTh OOIIEHHE C KIMEHTOM TONBKO JUI KOHCYNBTALHHA IO
IpeNoCTaBIgEMBIM ycmyraM. [Ipi 3ToM 3BOHKH COBEpINAIOTCS C HOMEPOB, yKa3aHHBIX Ha 060pOTHOl
CTOPOHE KapThl, Ha OQUUMANBHBIX caiiTaXx W GAaHKOBCKHMX AOKyMeHTaX. WHEIE HOMepa HE HMEKT
HHKaKOI0 OTHOIIEHHS K GaHKy.

UT06B! HE CTATh KEPTBOH AUCTAHIMOHHOTO MONIEHHHYECTBA CIENYET MCIIOIB30BATH TOIBKO

" obHIMATEHBIE KAHAIIBI CBSI3H:

* Qopmsl 06paTHO CBsi3K Ha caiiTe 6anKa ¥ B MOGHIEHOM IPHIIOKEHHH;

® Tene(OHbI TOPIIUX JIHHUH;

® TPYNIBI WIK 4aT-60THl B MECCEHDKepaX (ECIH TAKOBIE HMEIOTCS).

BaxHO mnOMHHMTE, YTO MOGHIBHBIE IPHIOKEHHS OAHKOB CJEAyeT CKAYMBAThH uepes

" obunmansHble MarasuHsl (App Store, Google Play u T.11.).
Heo6xomumo yumTeIBaTh, 4YTO AepKaTeNs KapThl 00f3aH CAMOCTOATENHHO OGECIIEYHTH
KOH(HUIECHINATBHOCTD €€ PEKBH3UTOB H B 3TOH CBA3H H30€rarh:
® TOIKIIOYEHMS K 00IenoCTyIHEM ceTsM Wi-Fi;
¢ wucnonb3oBaHusd [IMH- wmu CVV-komoB mpu 3aKase TOBapoB H YCIyr depe3 CeTh
«MnrepreTy, a Tawke 110 Tenedony (dakcy);
® CcooOImeHus Ha3BaHHBIX KOJOB TPETHHM JHMuaM (B IPOTHBHOM CIydae JOGbIE ONepaiy,
COBEPIICHHBIE C HX HCIIOJIb30BAHMEM, CYMUTAIOTCS BBITOJHEHHBLIMH CaMHUM JEpIKaTeneM
KapThl U HE MOTYT OBITH ONPOTECTOBAHE).

Ilpy ncnomb3oBasmy GAaHKOMATOB OTHABaiiTe MpPEANOYTEHHE TEM, KOTOPHIE YCTAHOBJIEHBI B
SaIUIEHHBIX MECTaX (HAIPUMED, B rocyupesIeHusX, opucax 6aHKOB, KPYIHBIX TOPrOBBIX HEHTPAX).
Ilepen ero ucnomb30BaHUEM, OCMOTPHUTE U YOEIUTECH, UTO:

® BCE ONEpaIuH, COBEPIIAEMEIE NPEABITYITUM KJIHEHTOM, 3aBEPIIEHEI;
© Ha KJIJaBUaType ¥ B MECTe [UIsl IpieMa KapT HeT JOTOJHHTENbHBIX YCTPOHCTB;
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e OTCYTCTBYIOT HEHCIIPaBHOCTH ¥ HHBIC IOBPEXICHHS.

Cosepinas OIEpalHtH, He MPUCITYIHBAHTECh K COBETAM HE3HAKOMBIX O/IEN U He MpUHHMAaiTe
WX TIOMOIIE.

IIpy MCTIOB30BAHIH COTOBBIX TeNE(OHOB (cMapToHOB) cobmoaaiiTe CeayIomue Npasuia:

e IpH YCTAaHOBKE MOGHIIBHBIX IPUJIONKEHHUI oOpalaiTe BHUMAHHE Ha TIOMHOMOMHA, KOTOpBIE
OHH 3aNpamIMBaroT. ByapTe OCOGEHHO OCTOPOXKHBI, ECTH MPHIONKECHHE MPOCHT rpapa Ha
yreHue ajpecHol kuury, otnpaBky CMC-cooOIeHnHi 1 HHBIX YBEIOMIICHHUH, JIOCTYII K CETH
«HTEpHETY;

e OTKIIOYATE B HACTPOMKAX BO3MOXKHOCTh HCIONB30BAHHMS IOJOCOBOrO YMpABJCHHT [pH
3a0I0KHPOBAHHOM 3KPaHe;

e He nepexonuTe mo ccuikam #3 CMC-yBeoMIIeHHH, PASTUYHEIX HATOB 1 MECCCHIEPOE. He
yGeIMBIINCE B HX JOCTOBEPHOCTH (N€pe3BAHUBANTE OMIM HX [IPHCIIABIIKM);

e He IepedncisiiTe JeHEeKHbIE CPEJCTBA 3HAKOMBIM, POACTBCHHUKAMH H OMM3KKUM JIHIaM Ha
HX TPOCHOBI 0 NMEPEeBO/IE NECHEXHBIX CPEICTB H3 CMC-yBemoMIIeHHH, pa3IUIHbIX 4aTOB U
MECCEH/DKEPOB, He yOenuBIINCh B MX JOCTOBEPHOCTH (nepe3BaHMBaiiTe JIOAIM HX
IIPUCIIABIINM);

IIp WCIOTB30BAHMM MHTEPHET-CEPBUCOB, B TO 9UHCIE UL MOKYIKH H IPOJAXKH TOBapoB U

okasaHus yeryr (AButo, }Ona 1 T.11.) 3arOMHUTE PAJ POCTHIX IPaBAIL:

e JCHOJB3YHTe CpencTRa OOIMEH s, IPeJOCTaBICHHBIE JaHHBIMU caiitamMu;

e He TEPeXONHTs HA «MHAMBHAyanbHOE» OOIIEHHE C [OCTOPOHHMMH JIHILAMH c
MCIIOJIB30BAHHEM JIMYHBIX HOMEPOB TENe(OHOB;

e He nepeiaBaiiTe CBOM NEPCOHANBHEIC NaHHEIE, B TOM HHCIA a[pec MPOXNHBAHUA,
KOHTAKTHBIE TeneoHbl, OAHKOBCKHE PEKBH3UTBI M KOZBI MOATBEPIKIACHHA GaHKOBCKHX
onepanui;

e WCHONB3YHTE TONBKO TMOPSAOK M (OPMBI OILIATHI, MOMYYEHHs TOBAPOB, HPELyCMOTPEHHLIC
JAHHBIMUA HHTEPHET-CEPBUCAMH.

IIpu omnare ToBapa M yciuyr B cetd «VHTEpHET» (0co6eHHO TpY MpUBS3KE K PEryIApHbIM
[IaTeXaM WIM AKKayHTaM) TpeGyercsi BCerfa YJHTHIBATh BBICOKYIO BEPOSTHOCTH IEPEXOAa Ha
HOIETbHBI CAlT, CO3JAHHBIA I KOMIPOMETAlMA KIMEHTCKHX [aHHBIX, BKIOHad IIJIaTeKHBIE
KapTOYHbIE JaHHBIE.

T MEHMMM3ALEAE BO3MOKHBIX XHINEHUH IIPH POBEICHAH omepalui ¢ HCIOIb30BaHHEM CETH
«HTEpHET» PEKOMEHIYETCS!

e O0(QOpPMHTH BHPTY&IbHYIO KapTy C YCTAHOBICHMEM pasMepa HHIUBHIyaIBHOTO JIMHUTA,

OTpaHHWYMBAIOIIETO ONEPALMH, B TOM YHCIIE C HCIIONIB30BAHUEM JIPYTHX GaHKOBCKHX KapT;

e BHHMATENTSHO GHTAaTh TekcTsl CMC-COOBIEHHH ¥ MHBIX YBENOMICHHH C KOXaMH
IOXTBEpIKICH I, POBEPSTH PEKBH3UTH Omepanil. Ecu pEKBM3HTBI HE COBNANAIOT, TO
TaKoU MapoJib BBOJUTH HENb3S.

Korja GaHK CUMTAET COBEpIIAEMble OT MMEHH KIMEHTa ONEpalMi IOAO3PHTCIBHBIMH, OH
MOMET TI0 CBOEd MHMITMATHBE BPEMEHHO 3a0JI0KMpOBaTh NOCTYIl K CEpBHCAM CMC-6anka U OHNaliH-
. kabunera. Eciu omeparyy COBEpPIIEHBI AepKaTeneM KapTel, LA 6BICTPOrO BO30OHOBIIEHUS 10CTY A K
| JIeHeKHBIM CPEIICTBAM JOCTATOYHO II03BOHUTE B KOHTAKTHBIH IEHTP Oanxa.

: B cioydae yTepd HIM CMEHBI Homepa TenedoHa, MNPHBA3aHHOIO K 0OaHKOBCKOM KapTe.
HEOOX0IUMO:

e CBa3aThCA C GaHKOM Ans oTkmoyerHus yeayru CMC-yBeJOMIEHNS;

e 3a0JI0KMpOBATH CUM-KapTy, 0OpaTHBIIUCE K COTOBOMY ONIEPATOPY.

Ilpg BO3HMKHOBEHWH MaleHIINX [OMO3pEHMI HAcueT MNPeINPHHUMAEMBIX IOIBITOK

COBEPIIEHHUs MOIIEHHUYECKUX JeiCTBUH ClIefyeT He3aMEUTNTEIBHO yBEIOMILITE 00 3TOM OaHK.

CobmofeHne NpHBEIEHHEIX Mep H pEeKOMEHIAIMH MO3BONMT NPEAOTBPATUTE  CIIyHan

IUCTAHIIMOHHOIO XUINEHUs JIEHEKHBIX CPEICTB.



